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ABSTRACT
Existing socio-psychological studies show that the process of opinion formation is inherently a network process, with user opinions
in a social network being attracted to a certain average opinion.
One simple and intuitive incarnation of this notion of an opinion
attractor is the average π ⊺x of user opinions x i weighted by the
users’ eigenvector centralities πi . This value is a lucrative target
for control, as altering it essentially changes the mass opinion in
the network. Since any potentially malicious influence upon the
opinion distribution in a society is undesirable, it is important to
design methods to prevent external attacks upon it.
In this work, we assume that the adversary aims to maliciously
change the network’s average opinion by altering the opinions
of some unknown users. We, then, state an NP-hard problem of
disabling such network opinion control attempts via strategically
altering the network’s users’ eigenvector centralities by recommending a limited number of links to the users. Relying on Markov
chain theory, we provide perturbation analysis that shows how
eigencentrality and, hence, our problem’s objective change in response to a link’s addition to the network. The latter leads to the
design of a pseudo-linear-time heuristic, relying on efficient estimation of mean first passage times in Markov chains. We have
confirmed our theoretical and algorithmic findings, and studied
effectiveness and efficiency of our heuristic in experiments with
synthetic and real-world networks.
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INTRODUCTION

It is well-known that in the absence of the objective means for
opinion evaluation, people tend to evaluate their opinions by comparison with the opinions of others [15]. Thus, social networks
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impact the opinion formation process in the society. It is clearly desirable that this process is natural and fair, with good ideas emerging
and spreading, and bad ideas declining and disappearing. However,
viral marketing experts may be interested in controlling the opinion
formation process with the goal of driving the opinion distribution to a certain business-oriented objective. One well-known way
of affecting opinion formation is influence maximization, whose
central idea is to strategically change the opinions of some network users with the goal of maximizing the subsequent spread of
“right” opinions from these users throughout the network, or, more
generally, shifting the opinion distribution towards a desired state.
Naturally, the society would benefit from a mechanism preventing
such potentially malicious control of the opinion formation process.
Our work is dedicated to the design of one such mechanism—a link
recommendation algorithm that allows an online social network
platform to disable the effect of the attempts to control the opinion
distribution in the network.
The notion central to our work is that of the average opinion of
a social network, characterizing the mass opinion. For example, it
can measure to what extent, on average, people prefer one smartphone brand or one political party over the other. Based on the
well-established socio-psychological theories, such as Festinger’s
social comparison [15] and cognitive dissonance [16] theories, the
opinions of users in the network are attracted towards the average
opinion. However, the basic arithmetic average would not suffice,
as the opinions of more “central” users—such as celebrities—are
expected to contribute more to the entire network’s opinion. Instead, we use the following simple and intuitive definition of the
network’s average opinion
average opinion of the network = ⟨π , x⟩ = π ⊺x
which is the sum of users’ quantified opinions x i weighted by the
corresponding users’ eigenvector centralities πi .
Clearly, the average opinion is a lucrative target for control, as
altering it essentially changes the mass opinion in the network. We
assume that there is an external adversary whose goal is, without
loss of generality, to maximize the average opinion ⟨π , x⟩. To that
end, the adversary influences some users in the network, changing
the opinion distribution x → xe and, thus, the average opinion
⟨π , x⟩ → ⟨π , xe⟩ (Fig. 1b). Then, our goal—assuming we act on behalf of the social network platform—is to respond to this attack,
and restore the average opinion to its original state ⟨π , x⟩. We, however, cannot directly influence user opinions; the only legitimate
opinion control tool available to us is link recommendation. We
strategically recommend a limited number of links to the networks’
users, thereby, affecting these users’ eigencentralities π → πe and
restoring the original average opinion, ⟨π , xe⟩ → ⟨e
π , xe⟩ ≈ ⟨π , x⟩
(Fig. 1c).

